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Disclaimer 

The content of this report reflects only the author's view. The European Commission is not 

responsible for any use that may be made of the information it contains. 
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2.1.2.2 Use of Distributed Ledger Technology (DLT) and Blockchain: 

Definitions: 
DLT (Distributed Ledger Technology): 
A system of digital records shared across multiple computers (nodes) in a network. Each 
node has a copy of the ledger, and updates are made through consensus among the nodes. 
It ensures transparency, security, and decentralization. Blockchain is one type of DLT. 
 
Blockchain Technology: 
A specific type of DLT where data is stored in blocks that are cryptographically linked in a 
linear, chronological chain. This ensures immutability and security but can have limitations 
in speed and scalability. 

 

Many digital product passport projects leverage DLT and/or blockchain technologies to ensure 

the integrity, security, and transparency of the data. These technologies provide a 

decentralized method to record and verify information, which is crucial for maintaining trust and 

preventing fraud. While centralized systems managed by a neutral agency may seem viable, 

they are prone to single points of failure (SPF), making them less resilient compared to 

decentralized solutions. 

Definitions: 
IOTA2:  
IOTA is a type of Distributed Ledger Technology (DLT) designed specifically for the Internet 
of Things (IoT). Unlike traditional blockchains, IOTA does not use a chain of blocks to record 
transactions. Instead, it relies on a unique data structure called the Tangle, which is a 
Directed Acyclic Graph (DAG). 
 
Ethereum3: 
Ethereum is a blockchain-based platform designed to support decentralized applications 
(dApps) and smart contracts. It extends the functionality of traditional blockchains like 
Bitcoin, which are primarily used for financial transactions, by allowing programmable logic 
to be executed directly on the blockchain. 
 
Hyperledger Fabric4: 
Hyperledger Fabric is a permissioned blockchain framework developed by the Linux 
Foundation as part of the Hyperledger project. It is specifically designed for enterprise 
applications, offering modularity and flexibility to support a variety of use cases, such as 
supply chain management, healthcare, and finance. 
 
Energy Web Chain (EWC)5: 
The Energy Web Chain (EWC) is a public, open-source blockchain based on Ethereum, 
specifically designed to accelerate the transition to a decentralized, decarbonized, and 
democratized energy system. It is tailored to the needs of the energy sector, enabling 
applications such as renewable energy certificate tracking, grid flexibility, and energy 
trading. 
 

                                                
2 https://www.iota.org/ 
3 https://ethereum.org/fr/ 
4 https://www.hyperledger.org/ 
5 https://www.energyweb.org/ 
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XCEED6: 
The XCEED platform (eXtended Compliance End-to-End Distributed) is a blockchain-
based solution developed for the automotive industry to enhance compliance, 
traceability, and transparency across the supply chain. It was developed by a consortium of 
automotive manufacturers and suppliers, including Renault Group, with the goal of 
addressing regulatory requirements and ensuring the secure exchange of compliance data. 
 

 

Blockchains Used and Their Occurrences: 

1. IOTA 

o Projects: "Decentralized Blueprint for Digital Product Passports", IOTA - EBSI 

PCP 

o Occurrences: 2 

1. Ethereum 

o Projects: Arianee7, Circularise8, Minespider AG9 

o Occurrences: 3 

1. Hyperledger Fabric 

o Projects: Circulor10 

o Occurrences: 1 

2. Energy Web Chain (EWC) (Ethereum based) 

o Projects: EASYBAT11 

o Occurrences: 1 

3. XCEED platform (Hyperledger Fabric based) 

o Projects: Optel Group (XCEED platform)12 

o Occurrences: 1 

4. Not Available (General Blockchain Use) 

o Projects: Lynx Technologies13, whatt.io14, FREE4LIB15 

o Occurrences: 3 

 

                                                
6 https://media.renaultgroup.com/xceed-the-new-blockchain-solution-for-the-certification-of-vehicle-
compliance-is-moving-a-step-further-in-europe/ 
7 https://www.arianee.com/ 
8 https://www.circularise.com/ 
9 https://www.minespider.com/about-us 
10 https://www.circulor.com/solutions 
11 https://bebat.prezly.com/bebat-et-fluvius-lancent--easybat--pour-mieux-suivre-le-cycle-de-vie-des-
batteries-via-la-blockchain 
12 https://www.optelgroup.com/en/solution/digital-product-passport/ 
13 https://www.lynx.swiss/ 
14 https://whatt.io/ 
15 https://www.freeforlib.eu/about-the-project 





https://www.digimarc.com/blog/decentralized-blueprint-digital-product-passports
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Solutions with Reduced Own Environmental Impact 

Certain solutions work on their own architecture to reduce energy consumption and carbon 

footprint, like Arianee. 

 Arianee37 operates on two Ethereum side chains utilizing both Proof-of-Stake (PoS) through 

Polygon and Proof-of-Authority (PoA) consensus mechanisms. These methods are highly 

efficient in terms of energy consumption. According to an internal audit of their carbon and 

energy footprint, Arianee's operations demonstrate a remarkably low environmental impact. 

Specifically, even if Arianee were to create 200 million NFTs within a single year, their carbon 

footprint would only amount to 25% of the annual emissions of an average French family. This 

efficiency highlights Arianee's commitment to sustainability while leveraging advanced 

blockchain technology to ensure product authenticity and traceability in a sustainable manner. 

 

2.1.2.11 Innovation and Adaptability 

Some projects highlight their innovative approaches and adaptability to emerging technologies 

and industry demands, ensuring robust and future-proof solutions. 

Technological Innovations 

1. Tokenization and Smart Contracts : Arianee: Introduces innovative approaches 

such as tokenization and the use of smart contracts for managing digital identities 

and product authenticity. 

2. Patented Technology : Authentic Vision MetaAnchor: Showcases innovation 

through its patented technology for anti-counterfeiting, enhancing product security 

and authenticity. 

3. Marketplaces: CircThread: Introduces an innovative 'information broker' 

marketplace and digital identity for products, showing high potential for scalability 

and adaptation to future circular economy needs. 

4. Digital twin technology: Circular Pass (Dassault): Uses the 3DEXPERIENCE 

platform, integrating virtual twin technology and a model-based approach for end-

to-end battery lifecycle management. 

5. Smart Questioning Technology: Circularise: Introduces innovative features such 

as Smart Questioning technology, which enables stakeholders to verify 

sustainability claims without disclosing sensitive information. 

                                                
37 https://www.arianee.com/digital-product-passport 



 D3.2 Reference architecture Model 

21 

6. AI integration: OK Supply Chain Management Platform: Currently building AI 

tools to empower all organizations using the platform, respecting and 

understanding the value, nature, and sensitivity of the data. 

7. IoT Integration: Cyclance: GS1 and epics standards let enterprises adapt the 

system to their use case. The use of IoT devices for data capture. 

8. Recycling Technologies: FREE4LIB: Innovative in developing new recycling 

technologies and adaptable in process optimization. 

9. Open Standards: Spherity38: Based on open standards and adaptable to various 

industry requirements 

10. CE-RISE: an Horizon Europe project with the participation of Circularise, working 

in the integration of circular economy topics such as re-use, refurbishment, 

recycling in DPP.  

 

2.1.3 Analysis 

In the following sections, we will present the key findings based on the use of Distributed 

Ledger Technology (DLT) in Digital Product Passport projects. 

1. Dominance of Ethereum: 

Finding: Ethereum is one of the most frequently used blockchains across the surveyed 

projects, appearing in multiple forms such as public Ethereum, Ethereum-compatible 

blockchains, and specific implementations like the Energy Web Chain (EWC). 

Implication: Ethereum's versatility and widespread acceptance make it a preferred choice for 

digital product passports. Its robust ecosystem, including smart contracts and NFTs, provides 

comprehensive solutions for digital identity, data integrity, and transaction automation. Projects 

such as Arianee, Circularise, and Minespider AG leverage Ethereum's capabilities, highlighting 

its role in facilitating transparency and trust in the management of digital product passports. 

2. Specialized Use of IOTA 

Finding: IOTA is notably used in projects focusing on distributed ledger technology (DLT) and 

IoT integration, such as the "Decentralized Blueprint for Digital Product Passports" and IOTA 

- EBSI PCP. 

                                                
38 https://www.spherity.com/digital-product-passport 
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Implication: IOTA's Tangle technology, designed for efficient data handling and scalability, 

makes it suitable for applications requiring high transaction throughput and integration with IoT 

devices. This is particularly beneficial for real-time tracking and lifecycle management of digital 

product passports, where continuous data flow and interaction with physical objects are crucial. 

 

3. Adoption of Hyperledger Fabric 

Finding: Hyperledger Fabric is employed by projects like Circulor for supply chain traceability 

and data integrity, as well as in the XCEED platform used by Optel Group. 

Implication: Hyperledger Fabric's modular architecture and permissioned nature make it ideal 

for enterprise solutions requiring a high degree of privacy and control over the blockchain 

environment. Its use indicates a focus on secure and compliant data management within 

regulated industries, ensuring that sensitive information remains protected while maintaining 

transparency and traceability. 

4. Emergence of Specialized Blockchains 

Finding: The use of specialized blockchains, such as the Energy Web Chain (EWC) in 

EASYBAT, highlights the adoption of industry-specific solutions. 

Implication: Specialized blockchains tailored to specific industry needs (e.g., energy 

management in batteries) provide targeted functionalities and optimizations that general-

purpose blockchains may lack. This trend indicates a move towards more customized and 

efficient blockchain solutions, capable of addressing unique industry challenges and 

enhancing operational efficiency. 

2.2 Integration of LCA into DPPs 

Life cycle assessment (LCA) is a methodology for evaluating the environmental impacts of 

products and services throughout their life cycle, from raw material extraction through 

manufacturing, distribution, use, and end-of-life management (ISO, 2006a, 2006b). LCA is a 

mainstream tool used by companies and public authorities to support environmentally sound 

decision-making and is increasingly influential in policy development (Sala et al., 2021), 

including a key role in the EU Batteries Regulation (Regulation 2023/1542) and the European 

Critical Raw Materials Act. Given its growing importance, LCA is typically considered in DPP 

initiatives and concepts, with the depth of its integration primarily determined by the regulatory 

framework. 
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The EU Battery Regulation dictates the information that shall be included in the battery 

passport (European Parliament, 2023), including the carbon footprint information (Annex XIII 

(1)). Table 1 shows the specific carbon footprint-related information that needs to be included. 

This information can be categorized into battery carbon footprint information (e.g., the carbon 

footprint and its breakdown by life cycle stages), technical documentation (e.g., link to the 

carbon footprint study), and general information (e.g., battery model and geographical location 

of manufacturing). Ongoing battery passport initiatives such as the Battery Pass consider 

these attributes (BMWK, 2023). 

Table 1. Carbon footprint information to be included in the battery passport as required in the EU 
Battery Regulation 2023/1542 (Article 7(1)) 

Data attribute Data type Description 

Carbon footprint of 
the battery 

Number Carbon footprint of the battery over its life cycle, 
equivalent to the aggregation of the carbon footprint of 
individual life cycle stages 

Carbon footprint of 
the battery per life 
cycle stage 

Strings 
and 
numbers 

Carbon footprint of the battery differentiated per life 
cycle stage, including raw material acquisition and pre-
processing, manufacturing, distribution, end-of-life and 
recycling 

Carbon footprint 
performance class 

String Label indicating the carbon footprint performance class 
that the relevant battery model per manufacturing plant 
corresponds to 

Link to carbon 
footprint study 

String Web link to the public version of the study supporting 
the carbon footprint results 

Battery model 
information 

String Information about the battery model for which the 
carbon footprint study has been performed 

Manufacturing 
location 

String Geographical location of the battery manufacturing 
plant 

Manufacturer 
information 

String Administrative information about the manufacturer 

ID of EU declaration 
of conformity 

String Identification number of the EU declaration of 
conformity of the battery 

LCA results (e.g., the carbon footprint of a battery) are highly sensitive to methodological 

choices and assumptions as well as the underlying life cycle inventory (LCI) data (e.g., energy 

and raw materials consumption and direct emissions to air, water, and soil). Transparent 

communication of methodological aspects and LCI data is also crucial to ensure that 

downstream users can accurately interpret and apply the LCA results. Therefore, various value 

chain actors as well as academic research have highlighted the importance that the DPP 

system should enable a consistent and transparent reporting of methodological choices and 

LCI data behind the impact results (Berger et al., 2023; Haupt et al., 2024). Achieving such 

transparency in reporting would require disclosing more detailed LCA-related information 

encompassing both qualitative (i.e., methodological assumptions) and quantitative (i.e., 

inventory) data. 
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Table 2 summarizes the main LCA data categories, detailing the specific data attributes, their 

types, and indicating whether they may involve sensitive information that could rise 

confidentiality concerns. In the first phase of an LCA, the goal and scope definition, extensive 

definition of methodological choices and assumptions is performed, which ultimately have a 

significant impact on the results and conclusions (European Commission, 2010). Ensuring 

consistent and transparent methodological choices throughout all stages of the supply chain 

is critical. All methodological choices and assumptions should be thoroughly documented in 

the report supporting the LCA study and, ideally, reviewed and verified by an independent third 

party. 

Inventory data in LCA is rarely based only on measured (primary) data. Instead, it typically 

combines primary data, secondary data (e.g., from literature), datasets from commercial LCI 

databases (background databases), and calculations to fill data gaps. As a result, inventory 

data includes not only the quantities of input and output flows (such as energy, materials, and 

emissions) but also comprehensive documentation of processes (e.g., process name, 

technology used, etc.), input/output flows (e.g., flow name, dataset used to model the supply 

of the flow, etc.), data sources, calculation assumptions, etc. (Scarcini et al., 2023). For 

example, the input of electricity might be described by attributes such as the flow name (e.g., 

electricity, high voltage), unit (e.g., kWh), and the process that supplies it (e.g., the Chinese 

market for electricity, high voltage). If the electricity supply process is modelled using a dataset 

from a background LCI database, it is essential to document identifying information for the 

dataset (e.g., the exact process name, product,  and geographical location as specified in the 

database) along with the database version. Finally, LCA results encompass much more than 

just the impact results (e.g., the carbon footprint of the battery) and the breakdown of impacts 

by life cycle stage. They also include the aggregated life cycle inventory results as well as 

sensitivity and uncertainty analysis results. 
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location as specified in the database. Additional 
information that could be included involves a 
description of the dataset, details of the 
technology, representativeness of the dataset 
(e.g., geographical and temporal), etc. 

Multifuntionality approach Strings Low This include the description of the approach 
followed to solve multifunctionality issues 
alongside any underlying assumptions 

Data for multifunctionality (e.g., 
revenues) 

Strings & 
numbers 

Medium Data used for solving multifunctionality issue. It 
can be, e.g., product-specific revenues used in 
economic allocation 

Data quality requirements Strings & 
numbers 

Low It can involve quantitative, qualitative, and semi-
quantitative approaches to determine the quality of 
the underlying LCI data 

Impact results Life cycle inventory table Numbers Low The life cycle inventory table contains the 
aggregated elementary flows over the life cycle of 
the product system 

Impact results Numbers Low It can be, e.g., impacts on climate change, 
acidification, ecotoxicity, etc. 

Breakdown of impacts Numbers Low It can be the contribution of specific parts of the 
product system to the total impact (e.g., 
breakdown by life cycle stage) 

Uncertainty and sensitivity 
analysis results 

Strings & 
numbers 

Low Additional analyses to test the robustness of the 
LCA results. It also includes the description of the 
analysis performed (e.g., type of sensitivity 
analysis or description of scenarios) as well as all 
the underlying assumptions 



   

 

   

 

Achieving the demand for consistency and transparency in the methodology and LCI data 

would require significantly expanding the LCA-related data integrated into the DPP. 

Additionally, this level of disclosure raises confidentiality concerns, as the LCI data (e.g., 

energy consumption of specific processes) is more sensitive than the final LCA results. To 

address this, ongoing DPP initiatives often provide specific guidelines for conducting the LCA. 

For example, users of the GBA Battery Passport must calculate the battery carbon footprint 

according to the GBA GHG Rulebook (Global Battery Alliance, 2023), while the Battery Pass 

refers to the GBA GHG Rulebook for modelling the cradle-to-gate carbon footprint of batteries 

plus the Battery Pass for modelling the use and end-of-life stages (BMWK, 2023). The 

requirements of these guidelines typically include a review and verification process by a third 

party, although further details on how this information is integrated into the DPP to reach further 

actors in the value chain are not provided. Certification schemes could also play a role in 

ensuring that the LCA results incorporated into the DPP system are calculated according to 

established rules (Figure 3). 

 

Figure 3. LCA data types and their potential integration into the DPP. 
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To overcome the issues raised by the classical supply chain approach, we advocate the use 

of specific checkpoints in the chain, called Material Checkpoints (MCs). The modified flowchart 

is presented in figure 2. Those material checkpoints are based in the possibilities offered by 

material fingerprint (MFP) and artificial tagging, aspects assessed and analysed in WP2 from 

Maditrace project.  

Geochemical traceability is based on the geochemical/geological signature naturally present 

in the mineralizations and is determined using a combination of analytical techniques 

combined with applied statistical tools. Geochemical traceability verifies the integrity and 

credibility of the documentation-based traceability system. The principle of geochemical 

traceability is to compare a sample from a given batch with the reference samples 

corresponding to the documented origin, stored in a database. Geochemical traceability makes 

it possible to assess whether or not the origin declared in the documents of the given batch is 

plausible. 

Artificial tagging is another option in material traceability, the principle is to add 

materials/tracers which are not naturally in the original product. The discovery of these tracers 

downstream in the value chain means that the material passed through the only place where 

this tracer could be added to the material. 
 

 

In cases where the natural composition of a materialis inadequate for definitive origin 

identification (lack of a reference data base, identification impossible, low confidence in MFP 

results), the addition of an artificial fingerprint becomes a possibility (Figure 5). The specifics 

of these MCs are illustrated in figure 3. During these audits, samples are tested for detect 

potential anomalies. An anomaly is a result from analytical/laboratory where the material 

controlled in the MC does not present a result coherent/acceptable compared to declared 

provenance.  If an anomaly is detected, it may be tolerated if  there is a proper justification. In 

cases of non-compliance, corrective actions, such as returning to the supplier, might be taken 

depending on the circumstances. If no anomalies are detected, the sample is accepted and 

eventually certified if there is a certification scheme in place. Regardless of the outcome, all 

details are meticulously recorded in the chosen data sharing platform, ensuring complete and 

reliable traceability. 
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The MaDiTraCe approach for the development of analytical and artificial fingerprinting 

methods focuses on multi-scale and multi-technic methods along the entire supply chain, 

which opens up a whole range of possibilities in terms of provenance declaration checking in 

order to make the material provenance verification enough flexible and complete to address 

the complexity of the MC implementation. 

4.2 Material fingerprinting database dynamics and outputs 

behind material checkpoints 

With a view to verify the declared origin of a batch of product at a given MC, material 

fingerprinting methods must compare its signature with a reference database. This database 

must contain robust data on products available on the market, requiring collection of reference 

samples (representative of a given provenance) from the companies that are willing to follow 

certification schemes along the SC. Furthermore, it must be a scalable database, as the 

signature of deposits can change over time and new mines and plants are susceptible to open 

and produce. Reference samples must be collected on a regular basis to assess these 

variations. The scalability of the database can be further improved by incorporating in the 

database the results of the provenance check of a product if it is verified. Figure _ shows an 

example of the dynamics of data, from the creation of the reference database to a provenance 

check of a material with a digital passport. 

 

 

 Figure _  Database dynamics between a reference sample database and a provenance verification at 
a material checkpoint 

After the analysis and comparison of the results with the reference database, MCs could be 

able to validate or not the declared origin of a material, with a certain degree of confidence. If 
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not, the signature can be compared to other certified material, giving the probability of the 

material to belong to the certification requirements. In case of mixing of certified materials, 

material fingerprinting methods could also in some cases detect it and indicate in what 

proportion of different origins. 

 

5 Architectural Framework 

5.1 Interconnected Project Deliverables: 

The diagram in Figure 7 illustrates the relationships between different project deliverables, 

which are organized sequentially and interdependently. 

The process begins with D3.1, a draft report on supply chain mapping, requirements elicitation, 

and classification, which feeds into D3.8, the final report on the same topic. From D3.1, insights 

are used to develop the D3.2 deliverable, which defines a Reference Architecture model. 

This model serves as the foundation for D3.3, which provides Guidelines for Methodology 

Implementation. Based on these guidelines, D3.5 delivers Components and Smart-contract 

support examples. 

D3.2 also supports the creation of D3.4, which offers Architecture definition for Proof of 

Concept (POC) Implementation in an intermediate report. This report is further refined into 

D3.6, the final report on the POC architecture. 

Additionally, D3.7 provides Guidelines and recommendations for security, confidentiality, and 

privacy, which are essential details that accompany the development of the architecture 

outlined in D3.4 and D3.6. 

In summary, the flow of deliverables demonstrates a progression from initial supply chain 

mapping and requirement gathering to detailed architecture and smart contract support, all of 

which are finalized through POC implementation and supported by guidelines for security and 

privacy. 
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